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Abstract—Cloud computing, as a novel business model, has
been paid more and more attention from academia and
industry. The security issue of cloud computing is a key
constraint for its applications. Some scholars studied the
security issues of cloud computing from the viewpoint of
trust. However, the past researches of trust mainly focused
on the computation of trust degrees and overlooked the
research of evolution of trust relationships. In addition,
these research models could not completely adopt the
environment of cloud computing. This article constructed a
trust evolution model based on the trade evaluation
mutually combined with the theory of interpersonal society
trust relationship and characteristics of cloud services.
Simulation was made on the Netlogo platform and the
simulation results proved the model is reliable and effective.
The model has a certain applied value.

Index Terms—cloud computing, cloud service,
evolution, simulation, the behavior similarity theory

trust,

I.  INTRODUCTION

Cloud computing is a novel business model that
enables ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released
with minimal management effort or service provider
interaction [1]. Its essential characteristics include on-
demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service. Cloud
services are a fundamental component in cloud
computing: infrastructure, platforms, and software are
provided and consumed as on demand services [2].

In the recent years, cloud computing has grown from
being a promising business concept to one of the fast
growing segments of the IT industry. But as more and
more information on individuals and companies are
placed in the cloud, concerns are beginning to grow about
just how safe an environment it is [3]. So cloud security
is regularly cited as an inhibitor for the more rapid
adoption of cloud services [4]. Cloud security involves
many aspects including access control, identity
management, monitoring, encryption, data, privacy
protection, infrastructure, and trust. Among them, trust is
one of the core issues of cloud security.
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In this paper, trust study is focused as a research
direction of cloud security. The article first examined the
related researches about trust in the condition of cloud
services. And then the paper provided a model of the trust
evolution based on the theory of the life cycle. After that
the paper described the simulation results with the model
on the Netlogo platform. Finally the article discussed the
contributions and implications of the research as well as
the future study work.

Il.  LITERATURE REVIEW

A. Definition of Trust

Trust is a complex concept for which there is no
universally accepted scholarly definition at present. There
are a great number of papers that studied trust definitions
from different views such as a psychological state [5]; a
behavior [6]; an attitude [7]; a confidence [8]; an
expectancy [9] and [10]; a belief or set of beliefs [11]; a
dispositional variable [9]; a situational variable[12]; a
structural variable [13]: a social agency relationship
variable [14]; an interpersonal variable [15]; an
organizational relationship [16]; a cooperation [17]; and
reliability, fairness, and goodwill/benevolence [18].

Another component of trust is reputation. Reputation is
perhaps a company’s most valuable asset [19]. Trust is
subjective while reputation is objective. Both reflect the
different aspects of trust.

In this paper we define trust as a relationship between
the user entities and service provider entities under the
environment of cloud services. Trust makes the user
entities are willingness to try using the services and
resources provided by the service provider entities and to
take a certain risk.

B. Related Theories about Trust Forming Mechanism

Social Exchange Theory (SET)

Social exchange involves the voluntary actions of
individuals, which are motivated by the expectation that
future returns received from others will be much larger
than current costs input. SET explored by Blau [20],
therefore, is to explain the phenomena through stating the
formation of social contracts between two or more parties,
where present social costs are invested in exchange for
future, non-guaranteed social rewards.

People form relationships on the basis of trust,
especially during initial exchanges according to the SET.
It is even the truth on the Internet, where customers
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typically perceive higher risks compared to conventional
shopping environment as a result of long distances,
virtual identities, or lack of regulations [21].

Expectation-Confirmation Theory (ECT)

ECT is proposed by Oliver [22] to widely study
consumer satisfaction, repurchase intention and behavior.
The underlying logic of the ECT framework is:
consumers firstly form an initial expectation prior to
purchase, and then engender perceptions about its
performance after a period of initial consumption. Thus,
they may decide the satisfaction level based on the extent
to which their expectation is confirmed through assessing
the perceived performance vis-avis their original
expectation. Finally, the satisfied consumers form
repurchasing intentions.

Theory of Reasoned Action (TRA)

TRA originated by Fishbein and Ajzen [23] is to
analyze the correlation of belief, attitude, intention and
behavior. The TRA mainly asserts that beliefs affect the
person’s attitudes, that is, their favorable or unfavorable
evaluations of the others; and attitudes in turn influence
behavioral intention, which is a good predictor of actual
behavior. In addition, it also supports that the subjective
norm concerning the behavior that is the totality of
normative pressures coming from the referents who think
the person should or should not perform the behavior is
an indispensable alternative antecedences of behavioral
intention. The normative norm, or normative pressure is
mainly derived from external environment.

The above theories are helpful to understand trust
formation. It is also a theoretical base of our model
construction.

C. Study of Trust Management

Based on the definition of trust in this paper we focus
on the trust study between entities under the condition of
cloud services. In order to solve the trust problem among
strange entities Blaze et al provided the concept of trust
management [24]. The trust management is also called
the access control based on competence [25]. It could not
establish a dynamic trust relationship with strange entities
because it requires issuing a credential for users in
advance by providers. Li et al provided a simple role-
based trust management [26]. It combined with the role-
based access control into the trust management. At
present, the trust management systems represented by
roles describe and deal with trust relationships between
entities in an accurate and rational way. It is over-
rigorous and difficult to describe the extent of the trust
relationship between entities. It is necessary to make it
flexible for the balance between security and convenient
access and individuation. Beth et al [27] presented a
method for the valuation of trustworthiness which can
measure the extent of trust in a relative way from the
standpoint of the subjective trust and non-rational. This
model of the valuation of trustworthiness makes use of
the recommendation of similarity entities and themselves
experiences to automatically compute the trust degree
with the mathematical models. The computing results are
used to make the authority decision. This trust negotiation
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mechanism can be used as an application base in the
environment of cloud services.

In summary, the above researches about trust
management provide a substantial basis for trust
measurement and control. This paper will extend the
present research achievements to study the trust evolution
process and trends based on the trust degree calculation.

A. A Trust Evolution Model Discription

There can be differing phases in a trust relationship
process such as building trust, a stable trust relationship
and declining trust. Trust can be lost quickly: as Nielsen
states [28]: “It [trust] is hard to build and easy to lose: a
single violation of trust can destroy years of slowly
accumulated credibility”. During building up trust stage,
users provide service requests and access candidates
(cloud service providers) through computing trust degrees.
The candidate is selected and added to the list of the
reliable cloud service providers when the trust value is
more than the threshold that the user had set up in
advance. In the same time, cloud service providers also
access users with the same way. As long as the user and
the provider all satisfied a trust relationship has been
established. That means they have a trade relationship.
After that the trust enters a development stage. During
this stage the user and the provider continue to access if
their trust degrees are more than their setting the
thresholds in service quality, use behavior, and the
degrees of satisfaction after every deal. If satisfaction the
trust relationship maintains and continues to trade,
otherwise trust declines and enters demise as shown in
Fig. 1.

B.

A TRUST EVOLUTION MODEL CONSTRUCTION

Trust Degree Computation

The key issue is to calculate the trust degree in the trust
evolution model. Trust degree computation includes
direct trust degree when the user and the provider have
trades and indirect trust degree when the user and the
provider have no trade.

Direct trust degree is calculated in terms of the degree
of trade satisfaction along with the trading volume and
the time horizon.

n
TD,, =Y C(i)SD, - 1)

i=1

where TDy, is the direct trust value and SD; is the value
of the degree of trade satisfaction. Among (1)

Vi -t D, m?

n n n

@)

C(i) = A)M (i) =

Indirect trust degree is computed based on the method
of the user behavior similarity (UBS). In the sparse data
condition the sparse user information results in incorrect
computing outcomes with the traditional similarity
algorithms (Pearson correlation coefficient). UBS method
can effectively solve this problem.
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Suppose the cloud trade entity 3 and the target entity

b have n trades. An independent evaluation set is
represented by { Vi1, Vip» ..., Vi} after ith trade and k
means the number of evaluating indicators (in this
research k=4). The behavior feature vector of ith trade
evaluation is presented by

o
-

Initial Trust Formation

Trust Degree

Lo = (Vo Vigsoon V), 1<i<n (3)

The total behavior similarity vector can be measured
with (2) and (3)

Uy =(Uy,Uy,0ly), Uy =D Cliyy,, 1<i<n, 1sjsk'(4)
j=1
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Figure 1. A trust evolution model.

Suppose Sy is the behavior similarity of the trade
entity X and Y to the target entity Z.

K
Z Uy XUy,
i1

k [
1 DU wazuvzi
i=1 i=1
k k
When > u% =0 or > uZ =0 define S, =0.
i=1 i=1

There are two situations to calculate UBS under the
condition of cloud services.
The trade entity 54 and the target entity b had trades

happened.
Define r is the left trade entities except a .

®)

va =

(L<j<r) is the total behavior similarity vector. The
behavior similarity of a and a;can be calculated based on

4), (5)
K
Zuaixuaji
= .
SEP SHP
Zuaix Zuaji
= =

The trade entity a and the target entity b had no trade

(6)

record.
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In this situation §j_ could not be computed. We must

select a reference entity whose reputation value (RV) is
the greatest among the same entities. Suppose g, is a

reference entity, we define RV, =maxRv, Here A
| .

means a class of all the same entities except a In this

way we have

[3

Z(uali X Ui

i=1
k

ZU:H
i1

Combined with (1) and (7) the indirect trust degree can
be calculated by

Saai = RVal X Salai = RVaI x

2
x Ui

k
i=1

.
Tl =.5,.TD,, - ®)
i=1
Finally we can get a total trust degree
TC,, = xTD,, +&, xTl,,. (9

where &1762=L &7 they represent direct trust

degree and indirect trust degree weights respectively.

C. The Best Service Provider Selection Algorithm
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When a list of the reliable cloud service providers is
got the best provider should be chosen. We design an
algorithm based on the rule of TOPSIS (Technique for
Order Preference by Similarity to Ideal Solution) [29]
with the service capacity indicators.

An initial evaluation matrix is constructed in Table I.

TABLE I. AN INITIAL EVALUATION MATRIX
S a a a3 ay
A
tesl All Al2 Al3 Al4
tCSm Aml Am2 Am3 Am4

A list of the reliable cloud service providers can be
represented by a vector TCS={tcsy,tcs,...,tcs,}, m means
the length of the vector. The evaluation indicators is
represented by A={a;,a,,as,a4}, they represent reliability,
bandwidth, cost, and performance respectively [30]-[32].

Constructing the decision matrix with the entropy-
weight method

Suppose the decision matrix R = (r;),,,is normal. We

have
a . (10

i=1

among them A= () acting as the initial decision

matrix.
Computing entropy e;
€; =—kirij Inrij, (k =1/Inm, €, >0)- (11)
i=1
Computing the divergent coefficient g;
9;=1-¢; (12)
Computing weights w;
9; | 13
2.9,
j=1
Constructing the decision matrix x = (%)

X =W, < I, 1< j<4) .(14)

i @<ism,

Calculating the ideal solution and the negative ideal
solution

The best value and the worst value in the decision
matrix are used to construct the ideal solution and the
negative ideal solution.

X = max X Xj =min X, @<i<m, 1<j<4) (15)

ij*
Computing the distance measure
The distance measure represents the adjacent extent

between the ideal solution and the reliable provider
solution. It can be calculated by the Euclid distance.
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0= (Y07 =Y -x),  asicm 1<j<q (16)

Calculating the relative distance measure

Suppose the relative distance measure C; represent the
distance between the candidate solution and the ideal
solution. We have

C, =d; /(d] +d;"), Q@<i<m) (@17
Sorting the relative distance measures
Sort the relative distance measures C;. The biggest

value represents the best provider among them.

D. Satisfaction Degree Computation

Satisfaction degree computation includes both the user
to the provider and vice versa.

The satisfaction degree of the user to the provider is
calculated by the four evaluation indicators.

SD,, = iwi xa, iwi =1
i=1 i=1

where w; is the weight of the @, indicator.

The satisfaction degree of the provider to the user is
calculated by the user use behavior evaluation indicators
as shown in Table II.

(18)

TABLE Il. THE USE BEHAVIOR EVALUATION INDICATORS
Indicators Standard Values
bi: Operation Normalization Violating Rule 0~5
Times
b,: Contract Compliance Grading 0~5
bs: Payment On Time Grading 0~5

3
SD, Y b;,  (0<b <5 i=123) (9)
i=1

E. Dynamic Update of Trust Degree and Reputation
Degree

Trust degree and reputation degree are dynamic change
with the trade increase in the environment of cloud
services. We adopt an increment update method. When
satisfaction degree SD is less than the set threshold ST, a
punishment function P is added to -calculate the

increment of trust degree A TV.

ATV =[(SD-ST)/SD, IxTVx(m/m_)+P (20)

where TV is the trust degree, m is the trade volume, and
M,y is the average value of all the trade volumes.

P=fx[/(l+e™)] (21)

where f=0 if the trade is successful; f=1 otherwise.
1/(1 +e™") is the accelerating factor; h is the amount of

the trade failures and | is the number related the trade
volume.
The trust degree update formula is

TV, =TV, +ATV  i=12,---,n (22)

Similarly the reputation degree update formula is
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RV,, =RV, +ARV  i=12---,n (23)

IV. SIMULATION RESULTS AND ANALYSIS

A. Indicators and Parameters Selection

We set up three indicators to measure the trust
evolution based on the related researches [33].
Proposition 1 An average trust density o of the trust

system equals to

p= D> RV/n (24)

ieNode
where Node = {e; |1<i<n}, n means the trade number of

times. P represents the trust level of the system.

Proposition 2 A collaboration success ratio & equals
to

6 =S5/nx100% (25)

where S is the number of the trade success. & reflects the
reliability of the trust evolution model.

Proposition 3 An average trust value TV of the cloud
service provider equals to

V= YTV, /N

TVy eR

(26)

where the user class is Ne, = {CUi [1<i< N}(N is the

number of the users), the cloud service provider set is
Ne. —{cs, [1<i=m} (M is the number of the

providers), the  trust relationship set is
R={(CS,,CU;,TV,))|CU; € N¢,,CS, € N} v
reflects the variation trend of the trust relationship of the
provider.

TABLE I1l. THE CLASSIFICATION OF THE PROVIDERS AND USERS

Before simulation the initial parameters had been set
up as shown in Table IV after many trials.

TABLE IV. THE INITIAL PARAMETERS

Parameters Assignment Parameters Assignment
M 3 Wat. of 0.1
N 50 reliability
Trust thr. 0.50 Wat. of 0.3
Satisfaction thr. 0.50 bandwidth
Ratio of baleful Wat. of cost 0.4
nodes 10%, 20%, Wat. of 0.2
30%, 40% performance
No. of trades 2000

pro. = providers; thr. = threshold; wgt.=weight
where the ratio of baleful nodes means the ratio of CUg in
all the users.
The simulation results are show in Fig. 2 to Fig. 9.

Entities Service promise/ Promise performing/
assignment assignment
CS, high/high initial trust good/high evaluation
degree value
CSs, high/high initial trust poor/low evaluation
degree value
CSs low/low initial trust good/high evaluation
degree value
CS, low/low initial trust poor/low evaluation
degree value
CUa High quality
CUg Low quality

Before simulation it is necessary to classify the
providers and users (to see Table III).

B. Simulation Results

Two kinds of simulation were carried out in this study
on the Netlogo platform based on the principle of the
multi-agent simulation. One is to verify the reliability of
the trust evolution model. The other is to explore the trust
evolution development trends with the model. The
entities of providers and users are represented by agents.
The trade between agents is simulated by the interaction
of agents.

©2014 Engineering and Technology Publishing
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In order to explore the evolution trends of trust four
kinds of providers were set up (to see Table Ill) to
conduct four times of simulation with the four different
baleful nodes respectively. The simulation results are
show in Fig. 10 to Fig. 13.

hY cs3
\
\

Figure 13. Wchange trend in 40% baleful nodes

C. Simulation Results Analysis
We found that the average trust density o is more

than 80% when the ratio of baleful nodes is less than 20%
from the Fig. 2 and Fig. 3. This result proved that the
simulation model we designed is more reliable than other
dynamic trust models. With the increase of the ratio of
the baleful nodes o has the lower value from the start

(to see Fig. 4 and Fig. 5). However with the increase of
trade number of times o goes up gradually and keeps
stable finally. It also indicates our model is very reliable.

6 has the same change trends no matter the ratios of
baleful nodes are different or not. It is because a
punishment function P is added in our trust model to
ensure a high trade successful ratio when the worst users
are eliminated.

Four experiments have been done with the four
different ratios of baleful nodes (that means CUg ratio),
10%, 20%, 30%, and 40% respectively from Fig. 10 to
Fig. 13. The CS; and CS, have the same initial trust
degrees but the development trends are dramatically
different with the increase of the trade number of times.
The trust degree of CS, goes down quickly to a lower
level but the trust degree of CS; goes up to a higher level
because of the different promise performing. Although
CS; has the lower initial trust degree its average trust

value goes up stably because of good promise performing.

Distinctly, the average trust value of CS, goes down
gradually because of its low initial trust degree and poor
promise performing.

V. CONCLUSIONS AND DISCUSSIONS

A. Conclusions

The paper describes a mutual assessment trust
evolution model based on the theory of interpersonal

society trust relationship and cloud service characteristics.

The model has been verified by simulation. Simulation
results proved that the model is reliable and effective. It
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provides a novel reference model for solving cloud
service security issue.

The main contributions of the paper include putting
forward the concept of the mutual assessment between
trustors and trustees under the condition of cloud services;
constructing a dynamic evolution model with the increase
of the trade number of times based on the characteristics
of cloud services; designing a set of algorithms to
measure the trust degree and the reputation degree in
terms of the theory of interpersonal society trust
relationship and the theory of the behavior similarity;
verifying the reliability and correctness of the model and
algorithms through simulations; the simulation results can
be used to specify the behavior of the providers and users
to maintain a longer trust relationship.

B. Discussions

The model and the simulation results indicate: the trust
relationship is mutual. Both cloud services providers and
users’ behavior all influence the variation of the trust
values; in order to maintain a higher trust degree both
sides of the cloud services must present good behavior; a
punishment must be given when the trade is failure. In
addition the trade time and volume also must be
considered.

The future study will focus on two aspects. One is to
revise and extend the model itself to make it adapt to
more general situations. The other is experiment design
and parameters selection, such as the punishing function
design, the assignment of the initial trust degree, and so
on must be considered carefully and experimentally.
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